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File Service Options Help

z

A02000 Connection  Service Rerﬁ):te Control

=

A02000 Referenz |Optimal [7]
"% Hostname1:101.221.231 OPC Tag Mame Value Tirmestamp | Quality | Description | o
2 Hostname 2: Optimal. Analyzerl UserText Anlz. 1 12:03:07 PM - 3/22/2011 Ok

Update Rate: 1000 ms Optimal Analyzerl MainDetectorl. CompCount 1 12:03:07 PM - 3/22/2011 Ok |;|
E‘r.—}”i Connection Optimal.Analyzerl MainDetectorl ActiveComponent 1 12:03:07 PM - 3/22/2011 Ok L
4. General Data Optimal.Analyzerl MainDetectorl. AmplOver 50,0000 12:03:07 PM - 3/22/2011 Ok
-8 Analyzer Data Optimal.Analyzerl MainDetectorl Off setOver 50,0000 12:03:07 PM - 3/22/2011 Ok
T Optimal Analyzerl MainDetectorl DeltaAmpl 15.0000 12:03:07 PM - 3/22/2011 Ok
isﬁ: Main Detector Data OptimalAnalyzerl.MainDetectorl DeltaOffset 150000 12:03:07 PM - 3/22/2011 Ok
5% Aux Detector Data Optimal Analyzerl MainDetectorl Componentl. Comphlame co 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
~{19] /O-Data Optimal Analyzerl MainDetectorl. Compenentl. Unithame mg/m* 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
--[8] Bus-I/0-Data Optimal.Analyzerl .MainDetectorl. Cornponentl Rangelow 0.0000 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Optimal.Analyzerl MainDetectorl . Componentl RangeHigh 3000000 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Optimal.Analyzerl MainDetectorl. Cornponentl MeasVal 27223 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Optimal.Analyzerl MainDetectorl. Componentl Status 0 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Optimal.Analyzerl .MainDetectorl . Compenentl MeasRangeCount 2 12:03:07 PM - 3/22/2011 Ok URA514 Anlz.1 CO
Optimal.Analyzerl MainDetectorl. Cornponentl. MeasIched . AmplDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl . MainDetectorl. Cornponentl MeasIchel . OffsetDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal . Analyzerl .MainDetector]l. Cornponentl . MeasIchd . DeltaAmplDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal Analyzerl MainDetectorl Componentl Measld:d. DeltaOffsetDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl MainDetectorl. Cormponentl. MeasId2. AmplDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal . Analyzerl MainDetectorl. Componentl MeasIdi2, OffsetDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl .MainDetectorl . Compenentl Measld:2.DeltaAmplDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl MainDetectorl. Cornponentl MeasId2. DeltaOffsetDrift 0.0000 12:03:07 PM - 3/22/2011 Ok
Optimal Analyzerl MainDetector2. CompCount 1 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl MainDetector2 ActiveComponent 1 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl MainDetector2. AmplQver 50,0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl MainDetector2, Off setOver 50,0000 12:03:07 PM - 3/22/2011 Ok
Optimal Analyzerl MainDetector2 DeltaAmpl 15.0000 12:03:07 PM - 3/22/2011 Ok
Optimal .Analyzerl.MainDetector2 DeltaOffset 15.0000 12:03:07 PM - 3/22/2011 Ok
Optimal.Analyzerl .MainDetector2. Cornponentl. CompName co 12:03:07 PM - 3/22/2011 Ok URAS514 Anlz.1 CO
Optimal Analyzerl MainDetector2. Compenentl. Unithame mg/m* 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Optimal.Analyzerl MainDetector2. Cornponentl Rangelow 0.0000 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO
Ootimal Analvzerl MainDetector2. Componentl RanaeHiah 3000000 12:03:07 PM - 3/22/2011 Ok URAS14 Anlz.1 CO i

Connhection
',';7 Optimal.lsConnected]
',';7 Optimaz.lsConnected]
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Chapter 1 Description

Description

Explanation of terms  OPC stands for “OLE for Process Control”. It is a standardized data communication
interface based on the Microsoft Windows OLE/DCOM technology.

The AO-OPC OPC server operates with all OPC clients (data access).

Further information about OPC is available on the Internet at
http://www.opcfoundation.org.

Network structure

Gas analyzer SCADA
A02000 PC PC Dcs
Advance Optima SPs
= JJ | opc client OPC Client OPC Client
AQ-OPC Server
Proprietary Remote Control AO-OPC Server|

T T

1 1

| |

1 1 Ethernet

|

Redundant Ethernet

AO-OPC OPC Server The AO-OPC OPC server is a standard software interface to the Advance Optima
AO2000 Series gas analyzers (all software versions).

The OPC server can also communicate with any SCADA, DCS or PLC system which
has an OPC client (data access).

The AO-OPC OPC server runs on the computer as a service, i.e. invisible in the
background.

Connection with It is possible to establish connections to several gas analyzers with different software
several gas analyzers  versions from one OPC application at the same time.

Data of the individual gas analyzers can be displayed in the diagnostics window of the
AO-OPC remote control.

AO-OPC AO-OPC remote control is used to configure a local OPC server (running on the same
remote control computer) as well as to configure an OPC server running on another computer
connected to the local network.

Continued on next page
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Description, comined

Read access The OPC server makes the most important data from the gas analyzer available for
further processing. Details can be found under data tag descriptions (see page 29).
The data that can be read from the gas analyzers include the following:
¢ Analyzer data, connection status and general data,
¢ Diagnostic/status information such as failure, maintenance request, maintenance

mode,
e Measured values,
¢ Values of the analog inputs and outputs,
e Status of the digital inputs and outputs,
¢ Auxiliary variables such as detector temperature or flow rate,
e Values for zero drift and span drift.

Write access In addition to read-only access via the OPC server, write access to the gas analyzer’s
control inputs is also possible. In conjunction with a function block configuration many
different functions can thus be executed using the Ethernet interface, e.g.:
e Starting automatic calibration
e Switching measuring ranges.

Redundant A redundant link between the gas analyzer and the AO-OPC OPC server can be

Ethernet lines created by configuring a second Ethernet line (see figure “Network Structure” on
page 4). Both Ethernet lines are monitored continuously. If one line fails, the system
switches over to the redundant line.

Note: In this case, a second network card must be built-in in the gas analyzer as well
as in the computer on which the OPC server is installed.

Recommendation for  The OPC server and OPC client(s) may in principle be installed on separate

the installation computers. However, the DCOM method used is more difficult to configure and more
sensitive to faults on the connection than is the COM method which is used when the
OPC server and OPC client(s) are installed on the same computer. We recommend in
general that you install the OPC server and OPC client(s) on the same computer.

42/24-23 EN Rev. 4 AO-OPC Software version 2.1 User’s manual 5



Chapter 2 Installation

Installing and uninstalling AO-OPC

System requirements e Operating system:
Windows 7 (32-bit), Windows 7 (64-bit)
Windows 8.1 (32-bit), Windows 8.1 (64-bit)
Windows 10 (32-bit), Windows 10 (64-bit)
Windows Server 2008 R2
Windows Server 2012 R2
Windows Server 2016

e Network card (and 2" network card for redundancy operation) configured under
Windows with TCP/IP

¢ Administrator rights on the computer are required for installation.

Before installing AO-OPC you must uninstall an already existing older version of AO-
OPC.

Installing AO-OPC Step Action
1 Insert CD-ROM containing the AO-OPC program in the drive.
2 Run “ao_opc_x_y_z.exe”.
“X_y_z" corresponds to the current program version.
3 Follow the instructions in the installation program.

The installation program will propose installing AO-OPC in the
“Analyze IT” folder; this can simply be accepted. All the Analyze [T
software tools are installed in this folder by default.

Uninstalling AO-OPC Step Action

1 Shut down service (see page 9).
2 Deregister by AO-OPC remote control (see page 8).

If not, several entries will remain in the Windows Registry.
3 Uninstall the AO-OPC software.

To do this, use the icon “Software” in the control panel.

6 AO-OPC Software version 2.1 User’s manual 42/24-23 EN Rev. 4



Chapter 3 Configuration

First steps
Remote control All steps required for configuration can be made by "AO-OPC Remote Control". The
remote control is used to configure a local OPC server (running on the same
computer) as well as to configure an OPC server running on another computer in the
local network.
Starting To run the remote control call "AO-OPC Remote Control" from "Start — Programs —
remote control Analyze IT — AO-OPC".
% AD2000 OPC Remote Control
File Service Options Help
A0ZO00 Conneckion Service Remote Contral
JAOZUUU Referenz: I j
OPC Tag Name | Value | Timestamp | Quality | Description |
Connection
Wed, 23, Mar 2011 3:04:32PM ARk
Password In order to change the settings, you have to log in with the appropriate password. The
corresponding dialog is opened via the menu "Options — Access password".
Password levels Password Access Rights
325465 User has all rights.
081500 User can configure connections.
No or faulty entry ~ User has the right to connect to one gas analyzer and view
the values

42/24-23 EN Rev. 4 AO-OPC Software version 2.1 User’s manual 7



Settings

Settings The settings can only be made locally on the computer on which the program "AO-
OPC Remote Control" is called. Clicking on the menu "Options — Settings" opens
the corresponding dialog.

Only users with administrator rights can access the menu.

Registration

Altention!

& The settings made in thiz dialog only affect the A0-0PC Server installed on
this PC.

It is not possible to make any settings for an A0-0PC Server remote-controlled
ot another PC.

Registration | Permizsions for remote controll

& The A0-0PC Server is o run a3 service.

Starttype: I Manual i I

" The A0-0PC Server is to be deregistered.

Ok I Cancel | Help |

Setting the “The AO-OPC server is to run as service.”
registration If the server is running, it is shut down on request. The registration of the server will
be done as “Service”. If necessary, the server is restarted on request.

o Start type “Manual”; The service is not automatically started upon starting the
computer, but has to be started via “Settings — Control Panel — Administrative
Tools — Services — OptimaOPCService”. An OPC client connecting with the
OPC server can also start the server, if the DCOM-settings permit this.

o Start type “Automatic”: When the computer is started, the service is automatically
started. In this case, there is no need for a user to be logged in.

“The AO-OPC server is to be deregistered.”
If the server is running, it is shut down on request.

AQ-OPC Request B

The AQ-OPC Server is running. If you want to make any configuration changes, you must stop the server. Select “fes” if you want the server to stop now. If
necessary, it will be restarted after the configuration change.

o |

The server is deregistered. A deregistered OPC server can no longer be started by
an OPC client.

e While you are setting the registration, no Services Control Panel should be opened,
because otherwise the values shown in this Control Panel and in the AO-OPC
dialog Registration might be faulty.

¢ Any change in the registration of the OPC server will cause a reset of the DCOM
settings for the application Optima OPC Service. As a result, you possibly need a
new permission for an access by a remote OPC client.

Continued on next page
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Settings, contineo

Permissions for
remote control

Setting the
permissions for
remote control

Starting the
OPC Server

Stopping the
OPC Server

settings x|
Attention!
& The zettings made in this dialog only affect the AD-OPC Server installed on
this PC.

Itis not possible to make any settings for an AQ-0PC Server remote-controlled
ot another PC.

Begistration  Permissions for remote control

& FRemote control of the A0-0PC Server is permitted from all PCs of the local netwaork.

" The AD-0OPC Server may only be remote-contralled from the PC on which it has been jnstalled.

" Remote-control of the A0-0PC Server is not allowed at all

Fort: |9531
Ok I Cancel | Help |

e Remote control of the OPC server is permitted from all PCs of the local network.

e The OPC server may only be remote-controlled from the PC on which it has been
installed.

e Remote control of the AO-OPC server is not allowed at alll.

¢ Port: Indicates the port number used for remote control by the OPC server.

Having confirmed the settings with "Ok", you will see the following request:

AD-OPC Request =l "Yes" The OPC server is started at once.

Shall the AQ-0OPC 5 be started rs
e SRS wNo"  The OPC server can be started later.

es Mo |

Proceed as follows to stop the OPC server:

Open "Settings — Control Panel - Administrative Tools — Services", select "Optima
OPC Service" and click on the "Stop" command in the popup menu.

File Action View Help
<:=->|||£a|@|>l|| "
% Services (Local) Description z
‘. Optima O ice Stark Started Automatic Loc
% Performance Logs ... C Manual MNetwork 5.,
%Plug and Play E  Pause . Started Automatic Local System
%Pml Driver HPZ12 Resume Started Automatic Local Service
%Portﬁble Media Seri... R Restart . Manual Local System
%Print Spooler L~ |. Started Automatic Local System J
% Protected Storage P All Tasks ' . Started Automatic Local System
%QDS RSVP F Refresh . Marual Local System
%Remoh& AccessAut... C— |, Marual Local System
Remote Access Co.,, ¢ Froperties . Started Manual Local System
%Remoh& DesktopH... M Help - Manual Local System LI
Extended }\ Standard
Stop service Optima OPC Service on Local Computer

42/24-23 EN Rev. 4
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Configuring connections

Configuring
connections

Add
AO2000 connection

Remove
AO2000 connection

Connections can be configured in online or offline mode. If the connection to a server
is made via "Service Remote Control", you are in online mode. In this case the
connection configurations affect the server to which you are connected. In offline

mode, the configurations are made for the computer on which the remote control is
running.

The menu options "File — Connect..." and "File - Remove Connection..." are only
available in online mode.

x
AD2000-Reference-Humber: |3

Hostname: [132.188.1.1

Backup Hostname:

Update R ate:

o]

IEDDD ms

Cancel |

Help |

The dialog can be opened via the menu "File — Connect..." (only in online mode).

A unigue AO2000-Reference-Number, a Hostname and an Update Rate must be
entered. The Backup Hostname is optional.

Removye ADZ000 Connection 5[
#0200 Refersnce: b

A02000-Reference-Mumnber: |1

Hostrame: Ji0.1.221.233

Backup Hosthame: |192.188.1.8

Update Fate: 1000 ms

o]

Carcel |

Help |

With "File — Remove Connection..." you can remove an existing connection (only in
online mode). Choose the AO2000 Reference name of the connection which is to be
removed. The other dialog fields show details of the currently selected reference
name. The connection is deleted by closing the window with "Ok".

Continued on next page
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Configuring connections, comied

AO2000
connection manager

ADZ000 Connection Manager ﬂ

Actual Configuration:
Reference-Mum... | Hosthame | Backup Hostnamel Update Rate I

"5 1 10.1.221.233 192.168.1.6 1000
b 101,221,231 500

Mew Configuration:

Fieference-Mum... | Hostrame | Backup Hostnamel Update Rate I
=3 10.1.221.233 192.168.1.6 1000

b 10.1.221.231 500

Cancel | Help |

Click on "File — Connection Manager" to open the above window which makes it
possible to manage all connections at a glance. Using the drag&drop function you can
move connections from the "Actual Configuration" to the "New Configuration” to edit
them comfortably there.

By clicking the right mouse key in the list "New Configuration" a pop-up menu with
the following menu options will appear:

"Add"  Adds a new entry to the configuration.

"Edit" Edits the configuration of the currently selected entry.

"Delete" Deletes the currently selected entry.

Closing the window with "Ok" saves the new configuration. In offline mode this is done

by overwriting the INI file of the OPC server, in online mode by remote control of the
corresponding OPC server.

42/24-23 EN Rev. 4
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Configuring remote control

Remote control

Service remote control

End remote control

Using the remote control you can connect to any OPC server in the network that has
been enabled for remote control.

Remote control makes it possible to view the tags of the server and — with the
appropriate password — to configure the connections.

Service Remote Control 1[

V¥ Cortral service on a network computer.

 |P-Adiess: 192 168 . 1 . 1

* Servemname: Isw-test2
EBort: |9531

Cancel | Help |

Click the menu option "Service - Remote control..." to open the dialog.

e Control service on a network computer
If this option is enabled and the dialog is exited with "Ok", the remote control tries to
connect to the OPC server running on the computer of which the IP address or
server name has been entered.
If this option is disabled and the dialog is exited by pressing "Ok", the remote
control tries to connect to a locally installed OPC server.

e [P address
IP address of the computer on which the OPC server to be connected to is running.

e Server name
Server name of the computer on which the OPC server to be connected to is
running.

e Port
Port number of the port to which the socket is connected. Needs to be the same
as selected on the computer running the OPC-Server at "Options — Settings... —»
Permissions for remote control”.

Select the menu option "Service — End Remote Control". The remote control is
stopped and the contents removed from the window.

12
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DCOM configuration

Modifying the The DCOM settings of Windows must be customized, so that an OPC client can
DCOM settings of connect to the AO-OPC server.
Windows

The following description is based on the Windows 7 default configuration with
Service Pack 1 installed.

You require administrator rights to execute the following actions.

1 Click the Windows Start button and type “dcomcnfg” in the Search line. “dcomenfg”
should appear in the top part of the box as a search result.

Click “dcomcnfg.exe” to start the program.

Programs (1)
[23] deomenfg

4~ See mare results

|dc0mcnfg| % | | Shutdown | » |

Continued on next page
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DCOM configuration, conined

If you have sufficient rights, the following box will open.

2k Component Services EI@

#. File Action View Window Help -

e 2B XE = BE LIRS

(Z1 Console Root Mame Actions

Pt (;.omponent Services “ COM+ Applications Wy Computer -
4 [l Computers 1DCOM Config More Actions »

4 |8 My Computer
| COM+ Applicatio
| DCOM Config
| Running Processe
" Distributed Transi
s @ Event Viewer (Local)
> L Services (Local)

“|Running Processes
| Distributed Transaction Coordi...

4 1 2

2 Double-click to expand the “Component Services” and the “Computers” folders.
(Already expanded in the above figure) Right-click “My Computer” and then click
“Properties”.

Continued on next page
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DCOM configuration, conined

3 Click to select the “Default Properties” tab.

My Computer Properties @
| DefautProtocols |  COMSecuity |  MSDTC
| General I Options | Defautt Properties

|| Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies security &t the packet level.

Default Authentication Level:
Connect -

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
(dentify =

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[T Provide additional security for reference tracking

Leam more about setting these properties.

OK ] [ Cancel Apphy

4 Check your display against the settings and make changes to your settings if
required.

Continued on next page

42/24-23 EN Rev. 4

AO-OPC Software version 2.1 User’s manual

15



DCOM configuration, conined

5 Click to select the “COM Security” tab.

My Computer Properties

2 s

General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemissions

‘You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
% of applications to start, connect, function and./or un
securely.

[ Edtlmis. | [ Edt Defaut. |

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set imits on applications that
determine their own permissions.

Caution: Modifying launch and activation pemissions can
%, affect the ability of applications to start, connect, function
and/or run securely .

| Edtlmits.. | [ Edit Defaul..

Leam more about setting these properties.

OK || Cancel | [ Apply

6 Add the two system objects “SYSTEM” and “INTERACTIVE” (unless already added) in
“Access Permissions — Edit Default...” and in “Launch and Activation Permissions —
Edit Default...”.

Continued on next page
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DCOM configuration, conined

7

8

10

Add the objects “SYSTEM” and “INTERACTIVE” with local Launch, Access and
Activation Permissions set. If you plan to launch or poll the AO OPC server from a
remote OPC client, also enable the remote permissions (Remote Launch, Remote
Activation and Remote Access) for the above objects.

Access Permission @ Launch and Activation Permission @
Default Security Default Security
Group or user names: Group or user names:
T INTERACTIVE 2, SYSTEM
!??J SELF !??J Administrators {Software Develop'Administrators)
82 SYSTEM FE A INTERACTIVE

!??J Administrators {Software Develop \Administratars)

o) (oo
Pemissions for INTERACTIVE Allow Deny Pemissions for INTERACTIVE Allow Dery
Local Access [} Local Launch &l
Remote Access ] Remate Launch B
Local Activation &l
Remote Activation 0
Leam about access control and permissions Leam about access control and pemissions

To add an object, click “Add...” and enter the respective object name in the following
box.

Exit the selection dialogs with “OK”. If a warning box appears, confirm it with “OK”.

If you plan to run the AO-OPC server, an OPC client and the AO2000 OPC remote
control on the same computer, you do not need to make any further settings.
However, please read the section “Completing the Configuration and Important
Information” on page 28.

If you only wish to use the AO2000 OPC Remote Control from a remote computer,
then you also have to enable the port for remote control (normally 9531) in the
Windows Firewall. This is carried out in the same way as in the subsequent
description for the DCOM port with a remote OPC client. Name: OPC Remote
Control / port number: 9531 / TCP.

If you plan to launch or poll the AO OPC server from a remote OPC client, you do not
need to enable the port, since the complete AO-OPC server application then has to
be enabled in the Windows Firewall. (see below)

Continued on next page
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DCOM configuration, conined

1

12

13

If you plan to launch or poll the AO OPC server from a remote OPC client, you have to
make some further settings in the Component Services and possibly in the Windows
Firewall. Furthermore, all the settings have to be implemented on the AO-OPC server
computer and the OPC client computer. (Also the previous settings for “COM Security /
Edit Default...”)

The “Edit Limits...” buttons can be found under the “COM Security” tab (“dcomenfg —
Component Services — Computers — My Computer — Properties”, see above) under
“Access Permissions” and “Launch and Activation Permissions”. The subsequent
remote permissions are added there:

On the OPC server and Only on the OPC server computer:
the OPC client computer:
ANONYMOUS LOGON: Everyone: Allow Remote Launch and
Allow Remote Access. Allow Remote Activation
Access Permission @ Launch and Activation Permission @
Security Limits Securty Limits
Group or user names: Group or user names:
2, Everyore Pleveryore |
"-‘RJ Performance Log Users (SoftwareDevelop'Performance Lo... g{Adminishators (Software DevelopAdministrators)
‘?{ Distributed COM Users (Software Develop'Distibuted COM ... ?-‘?JPerforrnance Log Users (SoftwareDevelop*Performance Lo...
Yanonymouslogon | 52, Distributed COM Users (SoftwareDevelop'\Distributed COM

Permissions for ANONYMOUS
LOGON

Allow Dery Pemissions for Everyone Alow Deny
Local Access ] Local Launch ]
Remote Access [} Remote Launch [}
Local Activation =
Remote Activation [}
Leam about access control and pemissions Leam about access control and pemissions

The other permissions do not have to be set under “Default Security” of
“My Computer”, but can be specifically set for the “Optima OPC Service” under
“DCOM Config”.

Settings for the “OPCEnum” service also have to be made.

All users who wish to access the AO-OPC server from a remote OPC client should be
known to the Windows user management on the OPC server computer. As an
alternative, you can also use the object “Everyone” for the permissions; this gives
access permissions to all known users. “Known users” means having a user with the
same user name and matching passwords on the OPC server computer and on the
OPC client computer. Empty passwords are not allowed for users that should get
access to the OPC server. The use of “Everyone” is generally advised against for
security reasons. Define users and groups of the users who should have access to
the OPC server in the Windows user management.

Continued on next page
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DCOM configuration, conined

14 Choose the item “Optima OPC Service” from the “Component Services” window
under “Computers — My Computer - DCOM Config”.

». Component Services EI@
. File Action View Window Help = =S
(2 Console Root MName | Application ID | * | Actions
a Component Services & OpcEnum {13486044-4821-11D2-A494-3CB306C10000} DCOM Config ~
4[] Computers ‘g-" OpenSearch Description Create Se... {CB1DFESA-EDFF-4d1f-867D-8ADB02926F4B}
4 (8 My Computer [ Optima OPC Service {60.A00D06-0050-11D4-80BF-00C04FTO0F3E) More Actions g
> [ COM+ Applicatio| | '8 Out O Proc Mapi Handler {3F5E4B87-CO07-476-82E4-6FDFOCEIOE25} |
s [ DCOM Config & PenIMC2 {63CEGD2T-426A-41F9-5E51-549C1132DAE2} i
> | Running Processe ‘i-" PerfCenter Enabler {fdbeT47e-45c4-4701-90f1-d49d9ac30248}
- ] Distributed Transi ‘:‘-’Per;i;tentlnne{dentifier {0968258-16c7-4dba-a3a86-462dd61 e31a3}
., §] Event Viewer (Local) EDhotoAch_WEuentHandler {00£2b433-444-4d88-b2b0-2698a0201 dba}
» % Services (Local) i PhotoAcquire {00f22b16-580e-4982-a172-a51 d9d ccebb}
: = PLA {03837503-098b-11d8-9414-505054503030}
‘i-‘-’ Play with Windows Media Player {ed1d0fdf-4414-470a-a56d-cfb68623fc58}
[ YN fonr@orof Al AAGD 218 E-)I0E0-N21 S
4 m [ EN 1 | »
15 Right-click to open the “Properties” dialog.
Optima OPC Service Properties @
| General [ Location | Security | Endpoints | Identity |
Launch and Activation Pemmissions
() Use Default
Access Permissions
() Use Default
Configuration Permissions
() Use Default
Leam more about setting these properties.
[ ok [ camcd ][ fpply
Continued on next page
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DCOM configuration, conined

16 Set “Customize” in “Launch and Activation Permissions” and “Access Permissions”
and click “Edit”. You obtain the security dialogs in the same way as for the “Default
Security” dialogs above.

Launch and Activation Permission @ Access Permission @
Security Securty
Group or user names: Group or user names:
42, SYSTEM 2 SELF
82, Administrators (Software Develop'\Adminis 2 SYSTEM
!73‘ INTERACTIVE Q{Administmtors (Sof Develop“Admini
b1 NETWORK 2 INTERACTIVE
F INETWORK
Pe ions for NETWORK Allow Dery Pemissions for NETWORK Allow Dery
Local Launch [} Local Access ]
Remote Launch (] Remote Access [}
Local Activation [}
Remote Activation (]
Leam about access control and pemissions Leam about access control and permissions

17 Click “Add” and select the users and/or groups who should have access from a
remote OPC client in the following dialog.

You can also select “Everyone” here (not recommended, see above) or the object
“NETWORK?”. The latter also gives all known users access permissions, but is
restricted to users from remote computers.

Ensure that the remote permissions (Remote Launch, Remote Activation and Remote
Access) are enabled for the selected objects.

18 You must also carry out the same actions for the “OPCEnum” service.

This action must also be carried out for the “OPCEnum” service on the computer, on
which the OPC client is running. These settings are also to be made for the OPC
client if the OPC client is also a service (i.e. not a normal application).

19 Exit the “Component Services” dialog.

Continued on next page
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DCOM configuration, conined

Configuration of the The Windows Firewall off is exception-based, i.e. you have to except the requisite
Windows Firewall ports or applications from the blockade.

If you disable the firewall completely, you do not need to make any further settings.
Otherwise proceed as described below.

20 Open the “Windows Firewall with Advanced Security” window via “Control Panel —
System and Security — Administrative Tools”.

The firewall is normally active.

9 Windows Firewall with Advanced Security EI@

File  Action View Help
==|E

B2 Inbound Rules /M mrnranaiieee Security on Lo.. &

#% Outbound Rul
C:nn‘:::inn ;::urity Rules ﬁ Windows Firewall with Advanced Security provides network security for Windows computers &) Import Policy...

» Bl Monitering 2| Export Policy...

Overview Restore Default Policy
Domain Profile Diagnose / Repair

&% Windows Firewall is on

Q Inbound connections that do not match a nle are blocked
‘@' Qutbound connections that do not match a rule are allowed

View »

|G Refresh
D Properties

Private Profile is Active
R Help
% Windows Firewall is on.
Q Inbound connections that do not match a nule are blocked
‘@' Qutbound connections that do not match a rule are allowed

m

Public Profile is Active

@ Windows Firewallis on.

Q Inbound connections that do not match a nule are blocked
"@' Outbound connections that do not match a rule are allowed

@ Windows Firewall Properties

Getting Started

Authenticate communications between computers

Create connection security rules to specfy how and when connections between computers are authenticate
protected by using Intemet Protocol security (IPsec).

@ Connection Securty Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a conne
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connectior
blacked unless they match a rule that allows them, and outbound connections are allowed unless they matcl
blocks them.

Continued on next page
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DCOM configuration, conined

21

Click “Inbound Rules” in the left-hand pane, then “New Rule...” in the right-hand

pane.
0 Windows Firewall with Advanced Security E@
File Action View Help
o7
@ Windows Firewall with Advance [l LT Actions
Inbound Rul -
3 Inbound Rules MName Group Profile Enabled = || Inbound Rules =
Qutbound Rules -
2!: Connection Security Rules .BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo ‘ ‘ @ Mew Rule.
- B, Monitoring @ PranchCache Hocted Carhe Seruer (HTT  BranchCarhe - Hocted Cach Al I N
9 Mew Inbound Rule Wizard @ »
Rule Type »
Select the type of firewall rule to create. b
Steps:
» Rule Type What type of rule would you like to create?
@ Program
@ Action @ Program
@ Profilc Rule that controls connections for a program.
@ MName ) Port
Rule that controls connections for a TCP or UDP port
) Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule thal vonbiols Gonneclions for a Windows expericnce.
") Custom
Custom rule
Leam more about nile types
< m | T . 1
“ » : “ »
Select “Program” and click “Next”.
Continued on next page
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DCOM configuration, conined

22

9 MNew Inbound Rule Wizard @
Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Ruls Type Does this rule apply to all programs or a specific program?
& Program
@ Action ) All programs
Profile Rule applies to all connections on the computer that match other rule properties.
@ Name
@ This program path:
% ProgramFiles % \Analyze IT\AO-OPC\OptimaOPC. exe| Browse...
Example: c:\path‘\program exe

% ProgramFiles % \browser'\browser exe

Leam more about specifying programs

[ <Back J[ Med> [ cancel |

You can enter the path to the OPC server via “Browse”. The default path is
“C:\Program Files\Analyze INAO-OPC\OptimaOPC.exe” or “C:\Program Files
(x86)\Analyze IMNAO-OPC\OptimaOPC.exe” in the 64 bit version of Windows 7.

Here you have to select the program file of the OPC client on the OPC client
computer. Click “Next”.

Continued on next page
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DCOM configuration, conined

23

24

9 Mew Inbound Rule Wizard @
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
@ Program

) @ Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile

1 Allow the connection if it is secure

@ Name

This includes only connections that have been autherticated by using |Psec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Block the connection

Leam more about actions

I < Back H Mext > ] I Cancel

Select “Allow the connection” and click “Next”.

9 Mew Inbound Rule Wizard @
Profile

Specify the profiles for which this rule applies.

Steps:
@ Rue Type ‘When does this rule apply?
@ Program
@ Action Domain
» Profile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location.
Public

Applies when a computer is connected to a public network location.

Leam more about profiles

I < Back H Next = ] I Cancel

Select the profiles for which the rule should apply and click “Next”.
Continued on next page
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25

26

ﬁ Mew Inbound Rule Wizard
Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Program

@ Action

@ Profile Hame:
AQ-OPC Server

@ Name

Description (optional):

Inbound Rule for remote OPC-Client

< Back

|

Finish ] | Cancel |

Finally, give the rule a name and provide it with a comment if required. Complete the

creation of the rule with “Finish”.

Repeat these steps for the “OPCEnum” service. The program file is normally installed

under “C:\Windows\System32\OpcEnum.exe”.

The file is normally located under “C:\Windows\SysWOW6B4\OpcEnum.exe” in the 64

bit version of Windows 7.

Continued on next page
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DCOM configuration, conined

27 Furthermore, you have to enable TCP port 135 for the DCOM communication.

This setting must be made on the AO-OPC server computer and the OPC client
computer.

The settings are made in the same way as for a program share, therefore only the
dialogs which differ from the share dialogs for the OPC server are shown in the
following.

Select rule type “Port” under “New Rule...”.

ﬁ Mew Inbound Rule Wizard @

Rule Type
Select the type of firewall rule to create.

Steps:
s Rule Type ‘What type of rule would you like to create?
» Protocol and Ports
@ Action Program
@ Profile Rule that controls connections for a program.

Rule that controls connections for a TCP or UDP port.

@ Name @ Port

Predefined:

BranchCache - Content Retrieval {Uses HTTF)

Rule that controls connections for a Windows experience.

Custom
Custom rule.

Leam more about nule types

< Back Next > ] | Cancel

Continued on next page
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9 Mew Inbound Rule Wizard @
Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
s Fule Type Does this rule apply to TCP or UDP?
» Protocol and Ports @ ICP
@ Action ) UDP
@ Profile
@ Name

Does this rule apply to all local ports or specific local ports?

_ All local ports
@ Specific local ports: 135
Example: 80, 443, 5000-5010

Leam more about protocol and ports

< Back H Next > ] I Cancel

Enter port “135” under “Specific local ports:”.

Continued on next page
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DCOM configuration, conined

Completing the
configuration and
important information

Trouble-shooting:
No connection to
OPC client

Re-start the computer.

Any re-registration of the AO-OPC server causes the DCOM settings for the “Optima
OPC Service” application to be reset. This could mean that the access of a remote
OPC client first of all has to be enabled again.

If the AO-OPC server is launched via the OPC client, it takes quite a while before the
list of the tags is provided by the AO-OPC server. It is therefore possible that certain
tags are not found after start-up. These tags are displayed after a while.

If the OPC server is automatically launched at the system start and a connection to a
OPC client cannot be subsequently started (although all the DCOM and Firewall
settings were carried out in accordance with the above description), first of all try to
re-start the OPC server and the OPCEnum service via the “Control Panel — System
and Security — Administrative Tools — Services”. If it starts, there may be a problem
with the network configuration. If a fixed IP address is allocated to a network interface
and no default gateway has been entered for this interface, it can prevent the OPC
server from starting correctly. In this case, check the Windows Protocol “System” in
the Event Viewer under “Control Panel — System and Security — Administrative
Tools — Event Viewer” for warnings or errors with the source “Distributed COM” or
“DNS Client Events”.

28
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Chapter 4 Data tags

Preface

Elements of tags Tags are composed fundamentally of several names separated by dots. Certain
names are followed by an index in the form of a number in order that objects with
more than one instance can be given a unique name.

Example “Optimal.Analyzer2.MainDetectorCount” designates the number of primary
components (MainDetectorCount) of the second analyzer (Analyzer?2) of the first gas
analyzer (Optimal).

Indexes In the following tag tables the indexes are replaced with wildcards (*). The indexes are
counted from 1 up to the maximum number for each object.

With the tag “Optima*.IO_Card” there is also the index |O_Card0 which addresses the
gas analyzer’s I/Os located on the Syscon board.

Legend Format VT_BOOL Bool

VT_BSTR OLE automation string
VT_l4 4-byte signed integer
VT_R8 8-byte real number
Note M Tags required for displaying the measurement functions of
the gas analyzer (basic information)
D Tags required for displaying further functions of the gas
analyzer
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Connection status

Tag Description Format Note
Optima*.IsConnected1 Connection status to the primary IP address VT_BOOL M
Optima*.IsConnected?2 Connection status to the secondary IP address VI_BOOL M
General data

Tag Description Format Note
Optima reference number

Optima*.AnalyzerCount Number of analyzers VT_l4 D
Optima*.10_CardCount Number of I/O cards VT_l4 D
Optima*.10_ModuleCount Number of bus I/Os VT_l4 D
Optima*.NoErrors Number of global device errors VT_l4 M
Optima*.NoMaintMode Maintenance mode if = O VT_l4 M
Optima*.NoMaintReq Maintenance request if # 0 VT_l4 M
Optima*.SoftwareVersion Software version of gas analyzer VI_BSTR D
Optima*.ComponentCount Number of components VT_l4 D
Optima*.Al_Count Number of analog inputs VT_l4 D
Optima*.AO_Count Number of analog outputs VT_l4 D
Optima*.DI_Count Number of digital inputs VT_l4 D
Optima*.DO_Count Number of digital outputs VT_l4 D

30
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Analyzer data

Tag Description Format Note
Optima reference number and analyzer number
Optima*.Analyzer*.ModuleName Module name VI_BSTR M
Optima*.Analyzer*.UserText User text VI_BSTR M
Optima*.Analyzer*.SerialNo Serial number VI_BSTR D
Optima*.Analyzer*. Number of main detectors VT_l4 D
MainDetectorCount
Optima*.Analyzer*. Number of auxiliary detectors VT_l4 D
AuxDetectorCount
Optima reference number, analyzer number and main detector number
Optima*.Analyzer*.MainDetector™. Number of components of main detector VT_l4 D
CompCount
Optima*.Analyzer*.MainDetector*. Index of the active component of the main detector VT_|4 D
ActiveComponent
Optima reference number, analyzer number and main detector number
Optima*.Analyzer*.MainDetector*.  Threshold at which the amplification drift exceeds  VT_R8 D
AmplOver the permissible range.
Optima*.Analyzer*.MainDetector™. Threshold at which the offset drift exceeds the VT_R8 D
OffsetOver permissible range.
Optima*.Analyzer*.MainDetector*.  Threshold at which the amplification drift between  VT_R8 D
DeltaAmpl two automatic calibrations exceeds the permissible

range.
Optima*.Analyzer*.MainDetector™. Threshold at which the offset drift between two VT_R8 D
DeltaOffset automatic calibrations exceeds the permissible

range.
Optima reference number, analyzer number, main detector number and component number
Optima*.Analyzer*.MainDetector™. Component name VI_BSTR M
Component*.CompName
Optima*.Analyzer*.MainDetector*. Unit name VI_BSTR M
Component*.UnitName
Optima*.Analyzer*.MainDetector™. Measured value VT_RS8 M
Component*.MeasVal
Optima*.Analyzer*.MainDetector*. Status VT_l4 D
Component*.Status
Optima*.Analyzer*.MainDetector*.  Measuring range count VT_l4 D
Component*.MeasRangeCount
Optima*.Analyzer*.MainDetector*. Measuring range start VT_R8 D
Component*.RangelL.ow
Optima*.Analyzer*.MainDetector*. Measuring range end VT_R8 D

Component*.RangeHigh

Continued on next page
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Analyzer data, coniner

Tag Description Format Note

Optima reference number, analyzer number, main detector number, component number and measuring
range number

Optima*.Analyzer*.MainDetector*. Cumulative amplification drift since the base VT_R8 D
Component*.Measldx*.AmplIDrift calibration

Optima*.Analyzer*.MainDetector™. Cumulative offset drift since the base calibration VT_RS8 D
Component*.Measldx*.OffsetDrift

Optima*.Analyzer*.MainDetector*.  Amplification drift between two autocalibrations VT_RS8 D
Component*.Measldx*.DeltaAmpl

Drift

Optima*.Analyzer*.MainDetector*. Offset drift between two autocalibrations VT_R8 D
Component*.Measldx*.DeltaOffsetDr

ift

Optima reference number, analyzer number and auxiliary detector number
Optima*.Analyzer*.AuxDetector*. Number of components of auxiliary detector VT_l4 D
CompCount

Optima*.Analyzer*.AuxDetector*. Index of the active component of the auxiliary VT_l4 D
ActiveComponent detector

Optima reference number, analyzer number, auxiliary detector number and component number
Optima*.Analyzer*.AuxDetector*. Component names VI_BSTR M
Component*.CompName

Optima*.Analyzer*.AuxDetector*. Unit name VI_BSTR M
Component*.UnitName

Optima*.Analyzer*.AuxDetector*. Measured value VT_R8 M
Component*.MeasVal

Optima*.Analyzer*.AuxDetector*. Status VT_l4 D
Component*.Status

Optima*.Analyzer*.AuxDetector*. Measuring range start VT_R8 D
Component*.RangelL.ow

Optima*.Analyzer*.AuxDetector*. Measuring range end VT_R8 D

Component*.RangeHigh
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I/0 data

Tag Description Format Note
Optima reference number and 1/0 card number

Optima*.I0_Card*.DeviceName I/O device name VI_BSTR M
Optima*.I0_Card*.UserText User text VI_BSTR M
Optima*.l0_Card*.SerialNo Serial number VI_BSTR D
Optima*.10_Card*.SlotNo Slot number VT_l4 D
Optima*.I0_Card*.Al_Count Number of analog inputs VT_l4 D
Optima*.10_Card*.AO_Count Number of analog outputs VT_l4 D
Optima*.|I0_Card*.DI_Count Number of digital inputs VT_l4 D
Optima*.10_Card*.DO_Count Number of digital outputs VT_l4 D
Optima reference number, I/0 card number and analog input number

Optima*.I0_Card*.Al*.Name Name VI_BSTR M
Optima*.I0_Card*.Al*.Unit Unit VI_BSTR M
Optima*.10_Card*.Al*.Val Value VT_RS8 M
Optima*.10_Card* Al*.Status Status VT_l4 D
Optima*.I0_Card*.Al*.HardwarelLink Channel address of the component VT_l4 D
Optima*.I0_Card*.Al*.RangeLow Measuring range start VT_R8 D
Optima*.I10_Card*.Al*.RangeHigh Measuring range end VT_R8 D
Optima reference number, /0 card number and analog output number

Optima*.10_Card*.AO*.Name Name VI_BSTR M
Optima*.I0_Card*.AO*.Unit Unit VI_BSTR M
Optima*.I10_Card*.AO*.Val Value VT_R8 M
Optima*.10_Card*.AO*.Status Status VT_l4 D
Optima*.l0_Card*.AO*.HardwareLink ~ Channel address of the component VT_l4 D
Optima*.I0_Card*.AO*.Rangel.ow Measuring range start VT_R8 D
Optima*.I0_Card*.AO*.RangeHigh Measuring range end VT_R8 D
Optima reference number, I/0 card number and digital input number

Optima*.I0_Card*.DI*.Name Name VI_BSTR M
Optima*.I0_Card*.DI*.Val Value VT_l4 M
Optima*.I0_Card*.DI*.Invert Invert value of the function block VT_l4 D
Optima*.I0_Card*.DI*.Status Status VT_l4 D
Optima*.I0_Card*.DI*.HardwareLink Channel address of the component VT_l4 D
Optima reference number, I/0 card number and digital output number

Optima*.I0_Card*.DO*.Name Name VI_BSTR M
Optima*.I10_Card*.DO*.Val Value VT_l4 M
Optima*.I0_Card*.DO*.Invert Invert value of the function block VT_l4 D
Optima*.10_Card*.DO*.Status Status VT_l4 D
Optima*.l0_Card*.DO*.HardwareLink ~ Channel address of the component VT_l4 D
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Bus 1/0 data

Tag Description Format Note
Optima reference number and bus I/0 number
Optima*.BuslO*.Al_Count Number of analog inputs VT_l4 D
Optima*.BuslO*.AO_Count Number of analog outputs VT_l4 D
Optima*.BuslO*.DI_Count Number of digital inputs VT_l4 D
Optima*.BuslO*.DO_Count Number of digital outputs VT_l4 D
Optima reference number, bus I/0 number and analog input number
Optima*.BuslO*.Al*.Name Name VI_BSTR M
Optima*.BuslO*.Al*.Val Value VT_R8 MY
Optima*.BuslO*. Al*.Status Status VT_l4 D
Optima*.BuslO*.Al*.RangelL.ow Measuring range start VT_R8 D
Optima*.BuslO*.Al*.RangeHigh Measuring range end VT_R8 D
Optima reference number, bus I/0 nhumber and analog output number
Optima*.BuslO*.AO*.Name Name VI_BSTR M
Optima*.BuslO*.AO*.Val Value VT_R8 M
Optima*.BuslO*.AO*.Status Status VT_l4 D
Optima*.BuslO*.AO*.RangeLow Measuring range start VT_R8 D
Optima*.BuslO*.AO*.RangeHigh Measuring range end VT_R8 D
Optima reference number, bus I/0 number and digital input number
Optima*.BuslO*.DI*.Name Name VI_BSTR M
Optima*.BuslO*.DI*.Val Value VT_l4 MY
Optima*.BuslO*.DI*.Invert Invert value of the function block VT_l4 D
Optima*.BuslO*.DI*.Status Status VT_l4 D
Optima reference number, bus I/0 number and digital output number
Optima*.BuslO*.DO*.Name Name VI_BSTR M
Optima*.BuslO*.DO*.Val Value VT_l4 M
Optima*.BuslO*.DO*.Invert Invert value of the function block VT_l4 D
Optima*.BuslO*.DO*.Status Status VT_l4 D
1) writable

34 AO-OPC Software version 2.1 User’s manual

42/24-23 EN Rev. 4



Export tags to a CSV file

Export of existing tags It is possible to export the existing tags of a connection to a CSV file using
"AO-OPC Remote Control". The user can save several values in the CSV file in
addition to the data tag names which are always stored.

Tag export settings In AO-OPC Remote Control, use the menu command "Options — Tag Export Settings"
to open the dialog for selecting the parameters to be exported. Further parameters
can be selected here in addition to the OPC tags which are generally exported: Value,
Time stamp, Quality and Description.

Tag Export Settings &J

Export OPC Tag Name and the following parameters:

¥ Yalue:
[ Time Stamp
[T Quality

v Description

Ok | Cancel
.

Export tags In AO-OPC Remote Control, use the menu command "File — Export Tags" to open the
dialog for entering a CSV file name. All tags with their additional parameters which are
also currently displayed in the list view are exported to this file by selecting "OK". The
individual values of a line are each separated by a tab stop.
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